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Protecting privacy from ....

* Cybercreeps

* Nosy people

* “Free” web services
* Dataminers

* Peeping Uncle Sams




Online privacy education — basic tips

Recognize that online privacy is a BIG
complex issue.

Start anywhere!

Go for the low-hanging fruit.

Don’t try to teach too much at once.



Pair and Share

How have your privacy and safety been
compromised online?

What problems have you seen or what
problems have your patrons encountered?




Issues for Youth

(-  Cyberbullying
,.. * Cyberbaiting
‘ * Messaging and chats
e Scams
\ \ * Phishing
« Data gathering

*Image from 123RF



Digital Literacy
In the K-12 World

Garnetta Wilker
K12 Schools : Teacher Librarian/District Librarian
Intellectual Freedom Committee Co-Chair
Statewide Database Licensing Advisory Committee



Youth and the Internet

Early online experience = comfort level
Learn to navigate early but need to know
how to make decisions

Parents should be first teachers

Youth are living the “connected life”
Legislation impacts some experiences
(CIPA, COPPA)



The Education Perspective

Responsiblility to develop digital literacy
for research tools and resources

Critical thinking component in standards
and curriculum supports digital literacy
Digital era requires new core
competencies

Personal decision making skills are
preferable to external controls



Digital Literacy

*Oregon School Library

B |nformation System

(OSLIS)

*OASL: Standards
*AASL Standards for the
21st Century Learner
|STE _Standards (NETS)



http://oslis.org/
https://sites.google.com/site/oregonschoollibrarystandards/library-programming-and-ccss
https://docs.google.com/viewer?a=v&pid=sites&srcid=ZGVmYXVsdGRvbWFpbnxvcmVnb25zY2hvb2xsaWJyYXJ5c3RhbmRhcmRzfGd4OjI0ZDIwYjM1ZWEyNGYxYTY
http://www.ala.org/aasl/standards-guidelines/learning-standards
http://www.iste.org/standards/iste-standards

Integrating Digital Literacy

*Oregon Standards subject area
competencies included digital literacy
Common Core Standards Crosswalk with
AASL Standards for 21st Century Learner
*Authentic learning activities are best place
to learn/ practice digital literacy

*Copyright and fair use are part of ethical
behavior in digital world



http://www.ala.org/aasl/standards-guidelines/crosswalk

Educational Resources

Common Sense Media : Digital Citizenship
*CyberWise CyberCivics
Fordham Center on Law and Information

Policy : Volunteer Privacy Educators
Program

Internet Safety Coalition :_IKeepSafe



https://www.commonsensemedia.org/educators/curriculum
http://www.cyberwise.org/
http://law.fordham.edu/center-on-law-and-information-policy/30317.htm
http://www.ikeepsafe.org/

Privacy and Safety — learning with
our patrons in the public library

Amy Honisett, Public Training Librarian
Multnomah County Library



Photo by Yvonne Thompson - Creative Commons Attribution-NonCommercial-ShareAlike License
https://www.flickr.com/photos/44328150@N03

Subject-specific or integrated
content

\ Privacy & Safety Online class
4% focuses on the issues
& *Basic computer classes
include information about
passwords, phishing and spam.



PROGRAMS

By Rico Shen (Rico Shen) CC BY-SA 2.5-2.0-1.0 via Wikimedia Commons



Learning moments

4

Photo by Danny Smedley - Creative Commons Attribution License https://www.flickr.com/photos/56752809@N03



Volunteers

Photo by jdlasica - Creative Commons Attribution-NonCommercial License
https://www.flickr.com/photos/36521958135@N01



Reference!

Photo by Duke University Archives - Creative Commons Attribution-NonCommercial-ShareAlike License
https://www.flickr.com/photos/19219926 @N04



Privacy Policy

A tool for opening the discussion

bit.ly/mclprivacy



Staff!

Knowledge = Comfort

D

N

Photo by B Tal - Creative Commons Attribution-NonCommercial License
https://www.flickr.com/photos/68634595@N00



Point of service education

Buzzy Nielsen, Library Director
Hood River County Library District



It starts with your notices

Internet & Computer
Use Notice

Because our computers are located in a — =

public space shared by people of all ages, W

patrons are reminded that:
e Patrons should use discretion when choosing what to view.
e The library cannot guarantee confidentiality.

e Other patrons should respect the privacy of computer
users.

Please don't hesitate to contact library staff if you have any
questions, concerns, or comments.




It starts with your notices

COUNTY LIBRARY DISTRICT

Internet and Computer Use Agreement

As part of our mission, Hood River County Library District is pleased to offer publicly-accessible computers
and networks. Because these computers and networks are open to the public and are available in public areas
of the our facilities, the Library District cannot guarantee privacy for the data you transmit while using our
services.

With this service come the following rules:

We can only guarantee usage of library-provided computers for one hour.

In accordance with our Internet and Computer Use Policy, the following is prohibited:

+ Viewing pornography.

o Creating material that is obscene, libelous, threatening, or harassing.
Violating intellectual property laws.

Damaging equipment or systems or using them to create malicious software.

Failure to comply with these rules may result in loss of library privileges, exclusion from District libraries, and/or
prosecution.

Please don't hesitate to contact us if you have any questions, concerns, or comments.

| I agree




Something a little different

DuckDuckGo



“Is your network secure?”




Sensitive topics

*Bank accounts
*E-commerce

*Medical information
*Proprietary business data
*Social Security Numbers
*Taxes

*Tracking



Public networks

Wireless
HRCLD Staff
HR Library
More...
Pourhouse

Futura Wireless WiFi

Gorge MNet free public wifi

HPCP1525-999341

FastPass

Futura Guest




Public networks

Tax4CT.

Prepare & File Taxes ~

Return Status ~ Tax Info Support
13 - [T
All e-fileable IRS forms F R E
i Refund
Start Free Return © Fpmrathoet

Returning User? Sign In »

® 06 600
= a8 e 8 &
4.5 out of 5 customers would
recommend TaxACT.*

V Norton

B Tnstwave

B Small Business &8 Professional Taxes = [-ISEGEN

.’

Free Federal

* Simple AND complex tax forms free!

Deluxe Federal

e Import prior year TaxACT data

e Import investments, Form 1099s, Schedule
K-1s and more

e |temizers, investments, interest, dividends,
sole proprietors, LLCs, landlords

e Guaranteed maximum refund fast e Maximize deductions for donations

* 100% accuracy guaranteed e Free tax help & audit support

® Free tax help & audit support

FREE
——

e Bonus free phone support!

$14.99

Ultimate Bundle

® Best tax preparation value!
Deluxe + State + free e-files

® Finish & e-file your state taxes in minutes
e Free tax help & audit support

® Bonus free phone support!

e Price Lock Guarantee

$24.99 -
R — 9 Messag




Scams

From Toyota prize <info@hamtatrading.com> | & Reply || = Forward || @ Junk || @ Delete|
Subject Congratulations! You have won 04/02/2015 07:16 PM

Reply to toyota@eupromotion.com
To info@hamtatrading.com Other Actions ¥

Toyota Car Promotions

You have been selected to receive a Cash prize of GBP 650,000.08 (Six Hundred and Fifty Thousand Great
British Pounds) and a brand new Toyota Prius Car. Your e-mail address has been selected amongst 16 other
e-mail address in our 18th Annual Toyota E-mail Award 2815.

This award selection was carried out through random selection of e-mail addresses from a database of over
250,000 email owners drawn from all the continents of the world. The Toyota Promotion is approved by the
British Gaming Board and also Licensed by the The Intermational Association of Gaming Regulators (IAGR).

For more information and in order to claim your prize, you are to confirm your Mame, contact telephone
number and contact e-mail, to Mr. Christopher Seaman, our disbursement agent through his E-mail below;

Mr. Christopher Seaman
E-mail: Toyota@eupromotion.com

Yours Faithfully,
Mrs. Elizabeth Harrow (PRO)
Toyota 2015 Annual Promotion




Scams

1 Oregon State University <mytchettcentre@btconnect.com> | ® Reply | = Forward || @ Junk || @ Delete |
=ct Irregular account activity 10:30 AM
Other Actions ¥

We've tried to contact you several times and to this date,
have not heard back from you.
kindly update your account below

hitps://sds.oregonstate.edu/olb/auth/LoginLink.action

If we do not hear back from you within 24 hours

Your account will be disable.

thank you for your time and expect a letter from us in your mail box soon
regards,
customer support




You're bei

ng tracked

Suggested Post

Guff

[guff] Sponsored

new level.

These hilarious notes take bathroom reading to a whole

Hilarious Notes Left
guff.com

1,578 likes 37 comments

il Like

In Bathrooms

P Comment #» Share




You're being tracked

Home AboutMe Write a Review Find Friends Messages Talk

Tax4ACT easy.

Events

faSt. free. Start Your Free IRS Return »

tacos Hood River, OR 97031

Hide Filters -
Sort By Cities
Best Match [7] Hood River

Highest Rated
Most Reviewed

1. Hood River Tagueria
58 reviews

Sl el Sl Sab Sab

$ - Mexican

Distance Price
Bird's-eye View %
Driving (5 mi.) %%
Biking (2 mi.)

Walking (1 mi.)

Within 4 blocks

1210 13th St
Hood River, OR 97031
(541) 387-3300

m Go here expecting delicious and cheap tacos and burritos. Pass on the more expensive Americanized
options. Food: 4 stars Service: 4 stars Setting: 4 stars Price: 5 stars This place does...

Features

[ © Open Now 3:07

Showing 1-10 of 31

Category

P[] Mexican

[7] Goed for Groups 7] American (New)

[ Full Bar
[7] Take-out

More Features

+ Mo’ Map

+

[7] American (Traditional)
[7] Pubs

More Categories

"] Redo search when map moved

White Sal
£ = 'ﬂ




You're being tracked

Go 81€ hood river

Web MNews Maps mages Videos More ~ Search tools

About 13,600,000 results (0.58 seconds)

Hood River County Chamber of Commerce - Located at the ...
hoodriver.org/ = Hood River County Chamber of Commerce

Downtown Hood River Hotel Lodging Deals for 2015 The Hood River Inn is a unique
Hood River hotel on the Columbia River shoreline, Offer good at Mt. Hood ...

Events & Calendars - Calendars - Where fo Stay - Things to Do

You've visited this page many times. Last visit: 4/8/15




IC spaces

Publ




Public spaces
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Public spaces




Public spaces




Public spaces




Privacy education at
Portland Community College

Roberta Richards
Reference and Instruction Librarian

*90 minute drop-in workshops
*Classroom visits by invitation




Privacy education at
Portland Community College

Roberta Richards
Reference and Instruction Librarian

*90 minute drop-in workshops
*Classroom visits by invitation




Online Privacy Resource Guide
http://guides.pcc.edu/privacy

Portland _
Community

College

Portland Community College LibGuides Privacy Online Privacy 101

Privacy Online: Privacy 101 Enter Search W

S ords Search
P | Why care about privacy? Basic privacy tips Advanced privacy tips Laws and legislation Present and future

Privacy basics Who is tracking you online?

This guide compiles information about threats to privacy The first step to protecting your privacy is to recognize who might be tracking your online activity.

online and strategies for protecting privacy. This first page These links provide information about some of the main agents:
provides some basic information about who might be tracking o

) o ) « cybercriminals
you online and how they are doing it. Explore the additional ; : : : :
) ) i « so called "free” web services (See also the tabs for Social Media and Google)
tabs for information about these topics: . ) _
« dataminers (See also video The Data Brokers below)

Why care about privacy, even if you have nothing to
hide

« peeping Uncle Sams {See also the tab for Government surveillance)

Social media and privacy

Google (search and gmail) and privacy How Advertisers Use Internet Cookies to Track You, from the Wall Street Journal

.

Government surveillance

Basic privacy tips

.

Advanced privacy tips
Privacy laws and legislation graphic by Kevin Moore

Privacy present and future

Data Brokers - Selling Your Personal Information (CBS 60 Minutes)



http://guides.pcc.edu/privacy

Privacy 101 — resources

Who is tracking you online and how they do it.

The first step to protecting your privacy is to recognize who might be tracking your online activity.

These links provide information about some of the main agents:

« cybercriminals
« 50 called "free” web semvices (See also the tabs for Social Media and Google)
« dataminers (See also video The Data Brokers below)

« peeping Uncle Sams (See also the tab for Government surveillance)

How Advertisers Use Internet Cookies
(7 minute video from Wall Street Journal)



http://guides.pcc.edu/privacy
http://www.wsj.com/video/how-advertisers-use-internet-cookies-to-track-you/92E525EB-9E4A-4399-817D-8C4E6EF68F93.html

Why care about privacy?

Why Care About Privacy resources

... even if you have nothing to hide

Why Privacy Matters

Some say you should only be concerned about privacy if you have
something to hide. Here's why this is the wrong way to think about the
issue. From the Zero Knowledge Privacy Foundation.

C N VY

WAZ A A R R .ENVD |

More reasons to care about privacy

The personal information about you on the Internet can be used against you in many
ways, including

« identity theft
» job and college applications

« price discrimination
« digital red-linin

Ted Talk - Glenn Greenwalid

Watch this 20 minute Ted Talk by award-winning investigative journalist Glen Greenwald for a critique
of the idea that privacy if only important for those with something to hide.

Glenn Greenwald Ted Talk



http://guides.pcc.edu/c.php?g=220757&p=1461061

Social Media resources
... why you should avoid over-sharing,

and how to set privacy settings to control what you do share

Facebook founder Mark Zuckerberg

Privacy is “no longer a
social norm.”

-- Mark Zuckerberg

Image from https://en.wikipedia.org/wiki/Mark_Zuckerberg
Mark Zuckerberg's concern for his own privacy:
« Mark Zuckerberg is taking extreme measures to keep his lavish new $10 millien home construction
private

« Upgrading his privacy settings: Mark Zuckerberg buys FOUR houses next to his Silicon Valley

home for $20millien - but doesn't even plan en living in them



http://guides.pcc.edu/c.php?g=220757&p=1466808

Social Media resources

Humorous videos

Cell phone app tracking (humorous video from Denmark, 2 minutes)

Stop TMI
from Intel, 20 seconds

If your shop assistant was an

app...from Denmark, 2 minutes


http://guides.pcc.edu/c.php?g=220757&p=1466808
http://www.intel.com/content/www/us/en/security/tattoo-tmi-video.html
https://youtu.be/xYZtHIPktQg

Social Media resources

Facebook privacy settings

GIZMODO

The Complete Guide to Locking Down Facebook Privacy for Good
Ashley Feinberg
9/4/2014

tips from Facebook

Helping library users lock down their Facebook privacy settings
Is definitely “low hanging fruit” of privacy education.


http://guides.pcc.edu/c.php?g=220757&p=1466808

Google resources

Who knows more about you, Google or your mother?

Google (former) CEDQ Eric Schmidt

"If you have something
that you don't want
anyone to know, maybe
you shouldn't be doing it

in the first place.”

— Eric 5chmidt, Google CEO

Image from https://en. wikipedia. org/wiki'Eric_Schmidt

Eric Schmidt's concern for his own privacy:

= CHET: We've been blackballed by Google - Tech news site says Google froze out its
reporters for publishing Eric Schmidt’s personal info.

= Eric Schmidt Tried To Get Google To Hide His Political Donation In Search Results

Gmail and privacy

Google search and privacy

= Everything Google knows about you {and how it knows it)

from the Washington Post, Mowv. 2014

[l

» Stop Google from tracking your search history
fr ]

=

om Komando,com, Aug. 2014

= How to Stop G

gle From Tradking “ou on the Web
from NDTV Gadge

[=1 Q

ts, June 2014, includes smart phone tips

Search engines that don't track you

startpage

the world's most private search engine

= StartFPage
StartPage remowves all identifying information from your query and submit it ancnymously
to Google, then returns the results to you in privacy. Does not track |P address or searchers,

and doesn lot use tradking cookies.

DuckDuckGo



http://guides.pcc.edu/c.php?g=220757&p=1466809

Google resources

Alternative search engines that don’t track you

Search engines that don't track you

startpage

the world's mast private search engine

« StatPage
StartPage removes all identifying information from your gquery and submit it anonymously to
Google, then returns the results to you in privacy. Does not track IP address or searchers, and
doesn lot use tracking cookies.

DuckDuckGo provides the whole story of why you
don’t want a search engine to track you in a single
html page: http://donttrack.us



http://guides.pcc.edu/c.php?g=220757&p=1466809
http://donttrack.us/

Government Surveillance resources

o0 | v crsaomipmor | sooniesn | oo ]

Government surveillance in the United States

NSA Spying on Americans

from the Electronic Freedom Foundation

Global Government Surveillance Reform

from leading companies including Google, Facebook and Microsoft

Surveillance Law
from Stanford University, an open course on how police and intelligence agencies can access
your data, and how the law (might) protect you. 2015.

Protecting Your Data from Government Requests 2014

from the Electronic Freedom Foundation

on from Google and YouTube

| Basic privacy tips Advanced privacy tips Laws and legislation Present and future

NSA Surveillance and What To Do About It - Bruce Schneier

NSA Surveillance and What To Do About It - Bruce Schneier

Showing the Google Transparency Report of law enforcement

requests shows concretely how information trusted to private
companies is available to the government.


http://guides.pcc.edu/c.php?g=220757&p=1461060
http://www.google.com/transparencyreport/userdatarequests/countries/
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There are plenty of easy, practical, steps that any Internet user
can do to improve privacy protection.


http://guides.pcc.edu/c.php?g=220757&p=1461062

Basic privacy tips

Basic Privacy Tips resources

Example of “low-hanging’ fruit: private browser windows

= Qo L
Blive Wirsdeesr i Prrcats Saren Fage
Panndny

Firefox Private window Chrome Incognito window


http://guides.pcc.edu/c.php?g=220757&p=1461062

Basic privacy tips

Basic Privacy Tips resources

More “low-hanging fruit”: Browser extensions that block tracking
such as https://disconnect.me

. DISCONNECT T



http://guides.pcc.edu/c.php?g=220757&p=1461062
https://disconnect.me/

Advanced privacy tips

Advanced Privacy Tips resources

Tor Encryption

Home About Tor Docu

Five Best File Encryption Tools

Anonymity Online . ropevens peops fom

Protect your privacy. Defend yourself E:,‘,’};’;?gyﬁ,t‘gz‘ et

against network surveillance and traffic T s et Erowsons

analysis. mslant messaging clents,
¢ and more

- # Tor i free and open
Download Tor source for Windows, Mac,
Linux/Unix, and Android

Tor is free software and an open network that helps defend against traffic analysis, a
form of network surveillance.
« ABaginer's Guide 1 Encryption: What 1t 15 30d How %0 St Up
from LiteHacker, Jan. 2014
cnures 200 TOR « Fie Best File Encryption Tools
from LileHacker, Fed. 2015

Browsing witn Tor: Oniine Anomymity 1o Outsman 2 NSA
YouTuoe video of lecture 3t Stanford Unkersiy

Foundztion

Cali Phonas

*

VPN - Virtual Private Network

How % Dial Up e Praacy on Your Phon2 - FIive 9205 %0 k22D jour smanphons priate and secure

from Wall Street Joumal, July 2014 H o h k
Most 3p0s dont ¢ane 30wt priacy, CMU study Inds if%‘ a C er
from Pi=sburgh Post Gazee, March 2015

"WPNs (Virtual Private

Your Cell Phone Can Continue Taking Even Afier You Gat Ridof

from Priacy Rights Clearingnouse Five Bes I m ools Networks) are no longer just
Wzt celiphone companies Gon't want you 10 know for work. VPN pravents

from | ISA Tovtaw March M1S -—

annan=s fram eaveasdranninn


http://guides.pcc.edu/c.php?g=220757&p=1461063

Laws and legislation

Laws and Legislation resources

YOU'RE 227/ GONNA NEED
A WARRANT FOR THAT!

Under the 1986 Electronic Communications
Privacy Act, law enforcement can access
all of the below-and more - without a warrant.

Emails older Search
an 6 months queries
Digital address
books and

calendars

l accounts J

_, 1
It's timefo(r'at e w .=
privacy upaate: Dropbox

=

W
Direct Twitter : e Chats older =
messages older A l.r . H than 6 months ~
than 6 months ¥, f

Texts older

c?:&?ﬁe ':aubmk ' :

than 6 months S
Private Facebook ™= 7
P’ . Comments ?oensnsnaeg:tﬁlder | ondlnstagram |
= ine-books - than 6 months photos

To learn more, visit: aclu.org/ECPA

AMERICAN CIVIL LIBERTIES UNION



http://guides.pcc.edu/c.php?g=220757&p=1461065

Present and Future resources

Current communication about privacy Privacy in 2025: Experts’ Predictions

i The Pew Research Center asked hundreds of technology and privacy
Twitter feed for #privacy

* #SmartOnPrivacy experts about their predictions for the state of privacy in the year 2025.
Twitter feed with strategies for protecting privacy

« #EndThisDraget
Twitter feed about government surveillance “

* Privacy in the news
Google news feed on privacy The citizens will divide between those

who prefer convenience and those who
prefer privacy.

— NIELS OLE FINNEMANN, A PROFESSOR AND DIRECTOR
OF NETLAE, DIGHUMLAE IN DENMARK



http://guides.pcc.edu/c.php?g=220757&p=1461064

Choose Privacy Week (ALA), May 1 —7
https://chooseprivacyweek.org

Choose Privacy week #ichooseprivacy

American
I Library
Assomatlon

HOME OURSTORY »  TAKE ACTION »  RESOURCES »  MEDIA ROOM  BLOG  CONTACT US

Googled “Chapter 1"
nine times in last year

Choose
Privacy _

Someone is watching your every move. Srecht caed deiat
Financial transactions, communications records,

media consumption, social networking, and GPS il g
locations are all tracked. But we can’t often tell by whom.

Information should go both ways, or not at all.

Estimated life
expectancy: 68

29% of workday
spent on Internet

Reading Fifty
Shades of Grey



https://chooseprivacyweek.org/

Resources

PCC Privacy Online Guide
guides.pcc.edu/privacy

OLA Intellectual Freedom Committee Toolkit
www.olaweb.org/intellectual-freedom-

toolkit#Privacy



http://guides.pcc.edu/c.php?g=220757&p=1461059&preview=63d4d7dafa02e894be8fca1a97c263a6
http://www.olaweb.org/intellectual-freedom-toolkit

Questions? Comments?
Contact us!

Amy Honisett <amyh@multco.us>

Buzzy Nielsen <buzzy@
Roberta Richards <rric
Garnetta Wilker <gkwi

noodriverlibrary.org>
nard@pcc.edu>

ker2@gmail.com>



