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Protecting privacy from ….

• Cybercreeps
• Nosy people 
• “Free” web services
• Dataminers
• Peeping Uncle Sams



Online privacy education – basic tips

• Recognize that online privacy is a BIG 
complex issue.

• Start anywhere!
• Go for the low-hanging fruit.
• Don’t try to teach too much at once.



Pair and Share

• How have your privacy and safety been 

compromised online?

• What problems have you seen or what 

problems have your patrons encountered?



Issues for Youth

• Cyberbullying

• Cyberbaiting

• Messaging and chats

• Scams

• Phishing

• Data gathering

*Image from 123RF



Digital Literacy
in the K-12 World

Garnetta Wilker

K12 Schools : Teacher Librarian/District Librarian

Intellectual Freedom Committee Co-Chair

Statewide Database Licensing Advisory Committee



Youth and the Internet

• Early online experience = comfort level

• Learn to navigate early but need to know     

how to make decisions

• Parents should be first teachers

• Youth are living the “connected life”

• Legislation impacts some experiences 

(CIPA, COPPA)



The Education Perspective

• Responsibility to develop digital literacy 

for research tools and resources

• Critical thinking component in standards 

and curriculum supports digital literacy

• Digital era requires new core  

competencies

• Personal decision making skills are 

preferable to external controls



Digital Literacy

•Oregon School Library 

Information System 

(OSLIS)

•OASL: Standards

•AASL Standards for the 

21st Century Learner

•ISTE Standards (NETS)

http://oslis.org/
https://sites.google.com/site/oregonschoollibrarystandards/library-programming-and-ccss
https://docs.google.com/viewer?a=v&pid=sites&srcid=ZGVmYXVsdGRvbWFpbnxvcmVnb25zY2hvb2xsaWJyYXJ5c3RhbmRhcmRzfGd4OjI0ZDIwYjM1ZWEyNGYxYTY
http://www.ala.org/aasl/standards-guidelines/learning-standards
http://www.iste.org/standards/iste-standards


Integrating Digital Literacy

•Oregon Standards subject area 

competencies included digital literacy

•Common Core Standards Crosswalk with 

AASL Standards for 21st Century Learner

•Authentic learning activities are best place 

to learn/ practice digital literacy 

•Copyright and fair use are part of ethical 

behavior in digital world

http://www.ala.org/aasl/standards-guidelines/crosswalk


Educational Resources

•Common Sense Media : Digital Citizenship

•CyberWise CyberCivics

•Fordham Center on Law and Information 

Policy : Volunteer Privacy Educators 

Program

•

•Internet Safety Coalition : iKeepSafe

https://www.commonsensemedia.org/educators/curriculum
http://www.cyberwise.org/
http://law.fordham.edu/center-on-law-and-information-policy/30317.htm
http://www.ikeepsafe.org/


Privacy and Safety – learning with 
our patrons in the public library

Amy Honisett, Public Training Librarian

Multnomah County Library



Formal classes

Subject-specific or integrated 
content

•Privacy & Safety Online class 
focuses on the issues
•Basic computer classes 
include information about 
passwords, phishing and spam. 

Photo by Yvonne Thompson - Creative Commons Attribution-NonCommercial-ShareAlike License  

https://www.flickr.com/photos/44328150@N03



PROGRAMS

By Rico Shen (Rico Shen)  CC BY-SA 2.5-2.0-1.0 via Wikimedia Commons



Learning moments

Photo by Danny Smedley - Creative Commons Attribution License  https://www.flickr.com/photos/56752809@N03



Volunteers

Photo by jdlasica - Creative Commons Attribution-NonCommercial License  

https://www.flickr.com/photos/36521958135@N01



Reference!

Photo by Duke University Archives - Creative Commons Attribution-NonCommercial-ShareAlike License  

https://www.flickr.com/photos/19219926@N04



Privacy Policy

A tool for opening the discussion

bit.ly/mclprivacy



Staff! 

Knowledge = Comfort

Photo by B Tal - Creative Commons Attribution-NonCommercial License  

https://www.flickr.com/photos/68634595@N00



Point of service education

Buzzy Nielsen, Library Director

Hood River County Library District



It starts with your notices

.
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Something a little different

.



“Is your network secure?”

.



•Bank accounts
•E-commerce
•Medical information
•Proprietary business data
•Social Security Numbers
•Taxes
•Tracking

Sensitive topics



Public networks

.



Public networks
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Scams

.



Scams
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You're being tracked
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Public spaces
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Privacy education at 
Portland Community College

Roberta Richards
Reference and Instruction Librarian

•90 minute drop-in workshops
•Classroom visits by invitation
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Online Privacy Resource Guide
http://guides.pcc.edu/privacy

http://guides.pcc.edu/privacy


Privacy 101 – resources

Who is tracking you online and how they do it.  

How Advertisers Use Internet Cookies
(7 minute video from Wall Street Journal)

http://guides.pcc.edu/privacy
http://www.wsj.com/video/how-advertisers-use-internet-cookies-to-track-you/92E525EB-9E4A-4399-817D-8C4E6EF68F93.html


Why Care About Privacy resources

… even if you have nothing to hide

http://guides.pcc.edu/c.php?g=220757&p=1461061


Social Media resources
… why you should avoid over-sharing,  

and  how to set privacy settings to control what you do share 

http://guides.pcc.edu/c.php?g=220757&p=1466808


Social Media resources

Humorous videos

Stop TMI

from Intel, 20 seconds

If your shop assistant was an 

app…from Denmark, 2 minutes

http://guides.pcc.edu/c.php?g=220757&p=1466808
http://www.intel.com/content/www/us/en/security/tattoo-tmi-video.html
https://youtu.be/xYZtHIPktQg


Social Media resources

Facebook privacy settings

Helping library users lock down their Facebook privacy settings

is definitely “low hanging fruit” of privacy education.

http://guides.pcc.edu/c.php?g=220757&p=1466808


Google resources

Who knows more about you, Google or your mother? 

http://guides.pcc.edu/c.php?g=220757&p=1466809


Google resources

Alternative search engines that don’t track you

DuckDuckGo provides the whole story of why you 

don’t want a search engine to track you in a single 

html page:  http://donttrack.us

http://guides.pcc.edu/c.php?g=220757&p=1466809
http://donttrack.us/


Government Surveillance resources

Showing the Google Transparency Report of law enforcement 

requests  shows concretely how information trusted to private 

companies is available to the government.   

http://guides.pcc.edu/c.php?g=220757&p=1461060
http://www.google.com/transparencyreport/userdatarequests/countries/


Basic Privacy Tips resources

There are plenty of easy, practical, steps that any Internet user 

can do to improve privacy protection.  

http://guides.pcc.edu/c.php?g=220757&p=1461062


Basic Privacy Tips resources

.

Firefox Private window Chrome Incognito window

Example  of “low-hanging’ fruit:  private browser  windows

http://guides.pcc.edu/c.php?g=220757&p=1461062


Basic Privacy Tips resources

.

More “low-hanging fruit”:  Browser extensions that block tracking 

such as https://disconnect.me 

http://guides.pcc.edu/c.php?g=220757&p=1461062
https://disconnect.me/


Advanced Privacy Tips resources

.

http://guides.pcc.edu/c.php?g=220757&p=1461063


Laws and Legislation resources

.

http://guides.pcc.edu/c.php?g=220757&p=1461065


Present and Future resources

.

http://guides.pcc.edu/c.php?g=220757&p=1461064


Choose Privacy Week (ALA), May 1 – 7 
https://chooseprivacyweek.org

https://chooseprivacyweek.org/


Resources

PCC Privacy Online Guide
guides.pcc.edu/privacy

OLA Intellectual Freedom Committee Toolkit
www.olaweb.org/intellectual-freedom-
toolkit#Privacy

http://guides.pcc.edu/c.php?g=220757&p=1461059&preview=63d4d7dafa02e894be8fca1a97c263a6
http://www.olaweb.org/intellectual-freedom-toolkit


Questions?  Comments?
Contact us!

Amy Honisett <amyh@multco.us>
Buzzy Nielsen <buzzy@hoodriverlibrary.org>
Roberta Richards   <rrichard@pcc.edu>
Garnetta Wilker <gkwilker2@gmail.com>


