Cybercreeps
and
Cyberbullies:
Protecting
Yourself in the
Digital Age




Social Media

o Less is more




Soclal Medio

o Less is more

o Permission to lie or at least omit




Soclal Medio

o Less is more

o Permission to lie or omit

o Passwords
o Don't use the same one all the time
o Use non alpha characters
o Don't use anything personal
o Make them long
o Use Password Managers




PASSWORD MANAGER

Q Passwords
'_g Security Dashboard

n Secure Notes

PERSONAL INFO

_l Contact

* Go Premium

Your security score:

bankofamerica.com:
weak or reused
password! Replace it with
a strong one.

WMD

All

accounts

Login

soundcloud.com dashlane @rocketmail.com

/}d_ashlane

You are super safel

Get even closer to 100%% and stay
on top of the game with these quick
wins:

Activate Google
Authenticator to get even
more secure.

Activate now 1=

DETAILED PASSWORD ANALYSIS

Weak Compromised
passwords passwords

Password strength (4]

~ Very unsafe, 0%

Reused
passwords




Soclal Medio

o Lessis more

o Permission to lie

o Passwords

o
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Don’'t use the same one all the fime
Use non alpha characters

Don’'t use anything personal

Make them long

Use Password Managers

o Privacy Settings




Page Messages Notifications Insights Publishing Tools Setfings Help =

1} General Favorites Page is not added to Favorites Edit
™ NMessaging Page Visibility Page published Edit

Page Verification Page is notverified Edit
0 Page Info -

o Visitor Posts Anyone can publish to the Page Edit

m Post Attribution

Hews Feed Audience and The ability to narrow the potential audience for Mews Feed and limit Edit
@ Motifications Visibility for Posts visibility on your posts is turned off
1 Page Roles Expiring Posts Ability to set posts that expire is turned off for my Page Edit
- Messages People can contact my Page privately. Edit
@ Apps age p yrFage p ¥

Tagging Ability Cnly people who help manage my Page can tag photos posted on it Edit
@ Inslagram Ads

Country Restrictions Page is visible to everyone. Edit
* Featured

Age Restrictions Page is shown to everyone. Edit

People and Other Pages
Page Moderation Mo words are being blocked from the Page. Edit
Page Support

Profanity Filter Setta medium Edit
@ Place Tips o ) _ , L

Similar Page Suggestions Choose whether your Page is recommended to others Edit
= Activity Log Comment Ranking Most recent comments are shown for my Page by default. Edit

Merge Pages Merge duplicate Pages Edit

Remove Page Delete your Page Edit




Muted accounts
Blocked accounts
Design

Apps

Widgets

Your Twitter data

@ 2015 Twitter About Help Terms Privacy
Cookies Ads info Brand Blog Status
Apps Jobs Adverise Businesses Media
Developers

1
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Privacy

Phato tagging

Tweet privacy

Tweet location

Discoverability

Address book

@ Allow anyone to tag me in photos
) Only allow people | follow to tag me in photos

& Do not allow anyone to tag me in photos

Protect my Tweets

If selected, only those you approve will receive your Tweets. Your future Tweets
will not be available publicly. Tweets posted previously may still be publicly
visible in some places. Learn more.

Add a location to my Tweets

When you tweet with a location, Twitter stores that location. You can switch
location onfoff before each Tweet Learn more

Delete all location information

This will delete all location information from past Tweets. This may take up to
30 minutes.

Let others find me by my email address

Manage your contacts

Contacts you've uploaded to Twitter from your address book.







General Internet

o Private browsing

o Alternate browsers
o Duck Duck Go
o Startpage

o Don’t be click happy

o Clear history and cookies
o Turn off autofill

o Domains and Authorities
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B4 ivage (. Emai - Login (. Coos County Library ... (. » ILL Book, Video, Au... %) Room scheduler (. Scheduler Forms /| Koha > Log in to Koha £ worldcat & Google »

& You're browsing privately

Firefox won't remember any history for this window.

That includes browsing history, search history, download history, web form
history, cookies, and temporary internet files. However, files you download
and bookmarks you make will be kept.

While this computer won't have a record of your browsing history, your
employer or internet service provider can still track the pages you visit.

Learn More.




Privacy

Tracking

Tell sites that [ do not want to be tracked
Learn More

History

Firefox will: | Use custom settings for history v

Always use private browsing mode
v'| Remember my browsing and download history

v | Remember search and form history

v'| Accept cookies from sites

Accept third-party cookies: | Always =

Keep until:| Iclose Firefox o

| Clear history when Firefox closes

Location Bar

When using the location bar, suggest:
v'| History

v | Bookmarks

v | Open tabs

Exceptions...

Show Cookies...

Settings...




Real Privacy

We don't track you.

What you search for is your own
business and we'd like to keep it that
way. That's why we don't collect any

personal information and therefore, have
none to share.

€ Our Policy

About Us

Smarter search without the tracking.

Community
Our BExtended Team.
Our search engine is more than just
servers and an algorithm. Our community
directly contributes to DuckDuckGo. Get

involved in changing the future of
search.

© Get Involved

Our Team

Smarter Search
Get answers quicker.
We help you get where you want to go in
fewer clicks. We do that through instant

answers, themes and Ibangs. We have
everything you expect and more.

© Take a Tour

Meet the DuckDuckGo core team and check out our full team on twitter.

staff.cclsd.org

Interested in working with us? Check out our hiring page.




Who is watching...

oGoogle stats




Google o

Access to information

Data that sheds light on how laws and policies affect Internet users

and the flov nformation online.

Browse the current reports

Government requests to remove content Requests for information about our users Requests by copyright owners to remove




Who Is watching...

oGoogle stats
oAd algorithms




|
What is app graph on Twitter?

About Twitter's link service

(http:/t.co)
About tailored suggestions

About Twitter's suggestions for

Al
W
to follow
LU T

Types of Tweets and where they
appear

What are replies and mentions?
What's 2 Twitter timeline?

FAQs about tailored suggestions
FAQs about trends on Twitter

FAQsabout Retweets (RT)

How tailored suggestions work

When you first sign up for Twitter, we might offer you a unique list of relevant suggestions about who to
follow so that vou can quickly experience the value and fun of Twitter. We determine the people you
might enjoy following based on your visits to websites in the Twitter ecosystem (sites that have
integrated Twitter buttons or widgets). We might suggest people who are frequently followed by other
Twitter users that visit the same websites.

If yvou're a current user, this feature offers dynamic suggestions about people you might enjoy following,
keeping Twitter naturally aligned with your evolving interests. You can find some of these suggestions
in the Who to follow section of your Home timeline, as well as the Notifications and Me pages of yvour
account.

To protect your privacy, after a maximum of 10 days, we start the process of deleting or removing
account identifiers from the data collected about your page visits, as explained in our orivacy policy.
For additional details, please see our frequently asked guestions article.,

It’s up to you.

We are committed to offering you meaningful privacy choices. If you don't want tailored suggestions,
there are several ways o turn off this feature:

« For users signing up to Twitter on the web, you can uncheck the box that says Tailor Twitter based on
my recent website visits.

« After signup, you can uncheck this box in your Safety and security seftings next to the heading
Personalization.

Personalization & Tailer Twitter based on my recent website visits

« Anyone can turn on the Do Not Track browser setting to turn off Tailored Suggestions. Leam maore
about Twitter's support for the Do Mot Track preference.

For more details, please see our privacy policy and FAQE,




Who Is watching...

oGoogle stats
oAd algorithms
oOPACS




For the paranoid (or are
they)...

oDigital helpers

oPhysical helpers




Anonymity Online

Protect your privacy. Defend yourself

Home About Tor

= Tor prevents people from
learning your location or
browsing habits.

against network surveillance and traffic

analysis.

Download Tor

What is Tor?

Tor is free software and an open network that
helps you defend against traffic analysis, a form
of network surveillance that threatens personal
freedom and privacy, confidential business
activities and relationships, and state security.
Learn more about Tor »

= Tor is for web browsers
Nt m
and more.
= Toris free and open

source for Windows, Mac,
Linux/Unix, and Android

‘Why Anonymity Matters

Tor protects you by bouncing your
communications around a distributed network of
relays run by volunteers all around the world: it
prevents somebody watching your Internet
connection from learning what sites you visit,
and it prevents the sites you visit from learning
wour physical location.

Get involved with Tor »

Documentation

Press Blog Contact

[Donate

A New Leader for Tor

Help Tor Find a New Executive Director

Recent Blog Posts

Tor Open Hack Day in Berlin (for...
Wed, 30 Sep 2015

Download \olunteer,

Posted by. ailanthus

Tor 0.2.7.3-rcis released

Fri, 25 Sep 2015 Posted by: nickm

Tor Browser 5.5a3 is released
Tue, 22 Sep 2015

Posted by: gk

Tor Browser 5.0.3 is released

Tue, 22 Sep 2015 Paosted by: gk

Learning more about the GFW"...
Maon, 14 Sep 2015

Posted by phw

View all blog posts =

Who Uses Tor?

» Family & Friends

People like you and your family use Tar
to protect themselves, their children,
and their dianitv while usina the




Resources

o These will be loaded onto
NORTHWEST CENTRAL

hitp://8f.645.myftpupload.com/conferenc
e-materials/
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