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 Tools for Protecting Your and Your Patrons’ 
Privacy 

 Social Media privacy settings 

 Mobile Phone privacy settings 

 Data breach monitoring 
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 How findable do you want to be? How private 
are you?  

 Do you want to be found  via search engines? 

 How much can strangers see about you? 

 Photos of yourself and your children? 

 Date of Birth? 

 Where you live, work, commute, visit? Where your 
children or grandchildren go to school? 

 Medical conditions? 

 



Collage of Digital (Social) Networks by Tanja Cappell via Flickr/Creative Commons 





 Information users share knowingly 

 Biographical information 

 Location 

 Habits 

 Information Gathered Through Electronic 
Tracking 

 Cookies 

 











smartphone era by stefanie maria/Creative Commons 



 Location Services 
 Password  
 Photo Sharing 

 





 “The deepest privacy threat from mobile 
phones — yet one that is often completely 
invisible—is the way that they announce your 
whereabouts all day (and all night) long 
through the signals they broadcast. “- The 
Problem with Mobile Phones, EFF webpage 
 



 Mobile signal tracking — towers 
 Mobile signal tracking — IMSI catcher 
 Wi-Fi and Bluetooth tracking 
 Location information leaks from apps and 

web browsing 
 
 The Problem with Mobile Pones, EFF. 

 



 Basic settings  

 Screen lock 

 Location sharing 

 Advanced Tools 

 anonymity software (Tor) 

 privacy-enhancing browser plug-ins (Blur) 

 email encryption programs such as Pretty Good 
Privacy (PGP) 
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 Monitor your accounts for unauthorized 
charges or debits 

 Report a suspicious charge or debit ASAP; 
follow up with a letter 

 Change your PIN 
 If you are unhappy with bank’s response, 

submit a complaint to the Consumer 
Financial Protection Bureau 
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 Major threats from professional hackers: 
 Organized Crime:  

▪ Cyber Mafia:  Eastern Europe and others 

 Foreign Governments 
 Type of threat: 
 Social Engineering to obtain credentials 

 Effects: 
 Compromise of personal information/identity 

theft 

 Extortion:  Ransomware 

 



 Defense in depth – what one layer misses, 
another may catch 

 Layers: 

 User training – largest risk 

 Firewalls and web filtering  

 Anti-malware software   

 Minimize administrative privileges on devices 

 Network separation – public vs. administrative 



 Made possible by virtualization and high-
speed internet connections 

 Highly attractive from viewpoint of 
operational cost 

 Less control 

 Relying upon someone else to provide security 

 Larger targets for hackers 

 No way to isolate data from Internet access  

 May want to keep critical data in-house 



 Applying a mathematical algorithm to transform data 
to prevent reading without the “key” 

 Internet:   
 HTTPS to prevent interception of data “in transit”  
 Buy certificates from trusted authorities for servers:  

Verisign, GoDaddy, … 
 Desktop:  
 Encrypt entire hard disk/flash drive to prevent access to 

data in case of equipment theft/compromise 
 Local software:  Symantec PGP 

 Ransomware:   
 Bad guys encrypt your files and charge you to obtain the 

decryption key 
 



 A secure way to permit remote users to access network 
resources 
 Effectively places remote device “on-site” 
 Important to implement controls 

 Security controls 
 UserId, 2-factor authentication 
 Computer Hardware Identity 
 Check for Anti-virus and update status 

 Many different solutions 
 Many are difficult to support or conflict with other software 
 Sometimes used to circumvent security standards 
 Example of one that is easy to use and support: Pulse 

 





 Public Wi-Fi 
 Do you know who’s behind your access point and what, if 

anything, they do to protect you? 
 Assume its dangerous! 

 Cellular 
 Somewhat safer than Wi-fi  
 Can be used for credit card transactions (SQUARE) 

 Payment Card Industry (PCI) 
 Compliance with strong security standards is required (PCI DSS) 
 Requires compliant networks – usually not possible for a network 

with public access.  
 Both companies and vendors tend to misunderstand 

requirements 



 Be Aware  
 Social Engineering is the biggest threat 

 Over 90% of email is SPAM  

 Firewalls and filters can’t stop everything 
 Be Suspicious 
 Avoid clicking links in emails  

 If a link from an email asks for a login, don’t give it 
 IT Departments should never ask you to 

follow a link to update your account. 
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 The library should be a welcoming and safe 
space for everyone, no matter how they're 
accessing it or what service they're using. 
 



 Public networks are open and, by definition, 
insecure. 

 Public computers are in open public spaces. 
 There are scary people on the Internet. 
 There are scary people in your library. 

 



 Bank accounts 
 E-commerce 
 Medical information 
 Proprietary business data 
 Social Security Numbers 
 Taxes 

 



Policies where privacy should be addressed: 
 Privacy Policy (natch) 
 Technology/Computer/Internet Use Policy 
 Code of Conduct 
 Organizational Values 
 Personnel Policies 
 Public Records Policy (where relevant) 
 Volunteer Policy 

 



Brevity. Use plain language. 

Things to address: 

 What you store and for how long. 
 You can't guarantee privacy. 
 Your networks are open. 
 When you might have to share data with outside 

sources. 
 People shouldn't be cyber creeps, data miners, 

or peeping Uncle Sams on your computers. 
 







 Internet history 
 Office application history 
 Sessions left open 
 Documents left on desktop 
 





 Does saving history for a session provide a 
value to patrons that outweighs privacy 
concerns? 
 



Recommended settings 
 Tell sites you don't want to be tracked 
 Accept cookies: Yes 
 Accept third-party cookies: Yes 

(begrudgingly) 
 Keep cookies until: You close the browser 
 Clear history upon exit 
 Remember passwords: Oh hell no 

 



 Session timeouts (Time management 
software) 

 Empty trash bin 
 Empty temp and downloads folders 
 Turn off history on all applications (office 

applications, image editors, etc.) 
 Wipe computer upon session end 
 Automatic security updates 
 Don't forget selfchecks and catalogs 

 



 Disallow visibility on public networks 
 Use firewalls to filter and block ports 
 Regularly update network hardware 
 Change default logins 

 





Concerns in the physical world 
 Visibility of screens 
 Documents left on printers, scanners, 

copiers, and desks 
 Accessibility of networking hardware 
 Personal devices left on tables 

 



 Use privacy screens or carrels 
 Use print management software or have 

staff-mediated printer access 
 Regularly sweep and check for sensitive 

documents 
 Keep networking hardware in staff-only areas 
 Remind patrons to keep close watch on their 

devices 
 Shred everything! 

 



 Assess whether looser privacy settings are 
preferable for staff workstations (e.g. history, 
cookies) 

 Set strong privacy controls on workstations 
used by multiple staff 

 Educate staff about privacy 
 Educate staff about ethical and public record 

implications of accessing personal data on 
work-owned devices 
 





Visit the Oregon Library Association’s 
Intellectual Freedom Committee 
website for more resources. 


